MREFX

ET R NFHER BRI T AR EIHIR B R IR

BB, BuMis ', BB, KERER®, B, g’
(1. I ERFR, #L 4 310053;

2. AL B F AR K F ML R 2225, AT A 310018;
3. e MTHLEE, T &M 318001)

o . WIERAT R KU R T B A 48 VE B S i TR B R TR e BB N SR AT R IE RN 47 4
AR AT AT HNASERAME LA 8 S W R, 3 H — Al T DRI U R 1F B2 B 1 19X 4847 S e T VR Sl B AT A A
A LAY e S YE 7 U 0 sk i 7 A P 22 IR R A, SR B A5 R I B A B AT N ARAE, PR
FA AR A 2 LA R E (W) DS RI I FA AR AE T 51, B Ja 5 B R P ER AL I BE LA AR B, BRI T
WA 2 SR AT I RS P VE I B e T AR A . SR I, A LG8 o S A, BT AR A AT T T (R
TR A EER, GEBH SEe A E R IR B R

FHEIR: WA R MBATH: SN TER

FESHS: TP3II

NEFRERD: A

doi: 10.11959/j.issn.1000-0801.2023180

An integrated optimization model of network behavior victimization
identification based on association rule feature extraction

ZHOU Shengli', RUAN Lingi', XU Rui’, ZHANG Xikang®, ZHAO Quanzhe’, LIAN Yuanbo’

1. Zhejiang Police College, Hangzhou 310053, China
2. School of Cyberspace Security, Hangzhou Dianzi University, Hangzhou 310018, China
3. Taizhou Taxation Bureau, Taizhou 318001, China

Abstract: The identification of the risk of network behavior victimization was of great significance for the prevention
and warning of telecom network fraud. Insufficient mining of network behavior features and difficulty in determining
relationships, an integrated optimization model for network behavior victimization identification based on association
rule feature extraction was proposed. The interactive traffic data packets generated when users accessed websites
were captured by the model, and the implicit and explicit behavior features in network traffic were extracted. Then,
the association rules between features were mined, and the feature sequences were reconstructed using the FP-Growth
algorithm. Finally, an analysis model of telecom network fraud victimization based on network traffic analysis was

established, combined with the stochastic forest algorithm of particle swarm optimization. The experiments show that
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compared with general binary classification models, the proposed model has better precision and recall rates and can

effectively improve the accuracy of network fraud victimization identification.

Key words: network traffic analysis, association rule, network behavior, telecom network fraud
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1 BB & SR AR Bl B K 0.944 0.945
2 B ek E UL R K 0.908 0.998
3 B ALK il TCP kB K 0.901 0.992
4 LT E FEU TCP kP BKE 0.901 0.990
6 VEY AT A EFNNEEMITAH 0.953 0.996
7 WS AT N VEGw I R AT 0.931 0.989
8 HRAT R AE KT A 0.927 0.981
9 AT RERAE, BEKSAHT N VESRIERRAT A, BEA NERMATA 0.926 0.998
10 VEIRIERRAT A9 BRANG LT R, BRI H 0.930 0.971
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single_rule 5 B 204 each_data H7 [ 5] B 1 13F
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HIROBKEbyte  BAREANHA P TR K byte A VB P Rulel Rule2
446 065 715 529.867 true 1 1
167 457 120 1301.47 true 1 1

166 41 37 355.757 true 1 1
195 40 27 629.704 true 1 1
9414 14 578.429 true 1 1
7491 14 441.071 true 1 1
6777 12 470.75 true 1 1
1747 4 34275 true 1 1
1824 3 514 true 1 1
593 2 202.5 true 1 1
897 2 3545 true 1 1
106 970 180 500.278 true 1 1
2318 4 485.5 true 1 1
69 960 115 514.348 true 0 0
2451 2 11315 true 0 0
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*6 HHEBAEMRAE 1 LAOXEER

Y VIC-RF&A Ah 2R Dl SMO KStar
RS 0.988 0.847 0.963 0.867
Az 0.971 0.770 0.961 0.869

Fl {4 0.979 0.774 0.961 0.868

R7 SHEBAEMNRAE 2 LHIEER

ot VIC-RF&A A5 DA SMO KStar
FEHf = 0.983 0.807 0.952 0.853
Hlnl % 0.979 0.618 0.950 0.854
F1 f& 0.981 0.612 0.950 0.853
®8 41REUREIEME
MRS 1
TRVE R VIC-RF&A FhER Lt SMO KStar
Ef 41 1Ef) S 1EH] S 1EH) B
St 1EH) 404 12 276 140 394 22 380 36
el 52| 5 218 7 216 3 220 51 172
AL 2
TRVEFE R VIC-RF&A AR DU 47 SMO KStar
1EH] S 1 A1 1EH] Sl 1EH Al
Ea T 1 415 9 184 240 401 23 384 40
el S 45 7 208 4 211 9 206 53 162




v R

+ 138 ¢

--- SMOBER KStarBiR]  —— kb3 B
~-ROC VIC-RF&AHiH] (AUC=0.989- Hiffi3=0.985)
m

-

02 04 0.6 08 1.0
IR
(a) PIRSE1AIROCHIZ:

--- SMO#H!I KStarkER] e fp 2 0l -
-~ ROC VIC-RF&ARER] (AUC=0.993. }5#i%=0.981)

06 08 T0
SRR
(b) JREE2MROCHZ

02 04

K3 ROC %}tk

Psidt . BRI SO AT R A, W8 AT N RRAE T B
() AE7E — 8 KOG &R, 1T LSTM B AU K Ak
HAFEMI O R P 5], HOk#F A LSTM &
B Y5 VIC-RF&A BLAYHEAT X LLSLEG 20 5250 2
FEHREE T 60%1E RUIZREE, 40%1E NI,
BEAT X EES2E6 . VIC-RF&A 5 LSTM X} Lb &5 i
L% 9, VIC-RF&A 5 LSTM X Lk SE6 RV 5
B LR 10,

H% 9 45 AT 401, VIC-RF&A BT AE RS 1 %
HElZ. F1 5 AUC 4 Tifehr B HAA — 2R
#o R 10 ZERATED, T EGRR AT REA 1) 5
M E, VIC-RF&A 58 IEAA T () o5 b B vy, Pl
DMTE L EINHER . 255 K%E, VIC-RF&A Bl E
LSTM A5 28 s LA B8 1) ] 5 1 AR 43 2 1R 030 K
5% o {0 LSTM 2R ) T 200 SR 52 455 750 2 1k &5 44
MBERME K, M VIC-RF&A Y o ff
WL R AL S0 R 1 7 B ML AR AR BT ()l 25 2
B, ZALBESIH SR, AN, LSTM RERLAE I 2R
WE KBNS, MHET VIC-RF&A BRI
B R,

=9 VIC-RF&A 5 LSTM 3ftb4ER

i) FEHR A Fl{# AUC
VIC-RF&A 0.997 0.970 0.983 0.991
LSTM 0.994 0.929 0.961 0.960

% 10 VIC-RF&A 5 LSTM %Lt SLis R & 4EME

VIC-RF&A LSTM
TR
R IEH 317l
g I 783 24 750 57
E T 469 4 467

SEEG 3: WAEAT ARHIEST VIC-RF&A HERLH
BRI HeAb, B0 2 HhAES I o B
PLEAT R CHERAT RERAE . BRSO ATAT HEE) 18
FH P A8 P I s 15 0 T SR TR S Il R, R AT
XSRS 30 HHRHIEF A F oA ¢ BAEAT N RAE
CRIEAERAT RAT N S5 MK S AT N
R0 B P 3 35 % AN NAS BAT D B R J5 19 BIRAE
JFH) F_eli, 30l K4RET 5 Re F S54RFT 5
F_eli XfRiEHEE BRI, Hh 60%1EHN
WEREE, 40%1E NINRER,  MHKAEAE 7 51 i) 2
PEAT AHFAENT VIC-RF&A A5 7Y {5 5] ) 4% 1 B 0
TR I . R EJT 5 Re F 5 F_eli X b &5
RIFE 11, $4EF5) Re F 5 F eli X ELIRER
B W2 12,

F 11 4HEFSIRe_F 5 F_eli xttb&R
FHEF 1 R HRE%E FILE AUC
FEMEFS] Re F 0.982 0977  0.979 0.991
FHEFSIF eli  0.907 0.908  0.907 0.949
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#12 45EFFRe F 5F_eli R EHEM
FHE/7 4 Re_F FFIET7 51 F_eli

VRV R
Efl 2 1EH] S 4l
R 1 824 16 792 48
Al mml 13 425 70 368

B 11 R mH, 1EHIBRH o AT At
fEJG , VIC-RF&A HE IR AL S & — e 12 E
R, IR 12 ATRAE H, 0T G S il ke
AT, A4 50 2 %o S M8 ) R R R — e R I
EFts
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A 1 AL AR P A 2R i L ) 4% VE B A8 T M 1R 43
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e RS A A AT SE
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AR X 1 TN I 28 AT A R R R D 42 4 AN
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